
Mapping Identities, Monitoring Presence, and Decoding 
Business Alliances in the Azure Ecosystem

REDACTED VERSION – 
Microsoft asked to 
redact some of this 
publicly-available 

information, that they 
have said repeatedly IS 
NOT A VULNERABILITY.



about me
• nyxgeek
• hacker at TrustedSec, research my own

• CVE-2020-5774 - Tenable Nessus (lame vuln)
• CVE-2018-8474 - Microsoft Lync 2011 for Mac (cool)
• CVE-2017-8550 - Microsoft Skype for Business 2016 (cool)
• [NO CVE GRANTED] – Microsoft Lync Time-based Enumeration (cool)

• Twitter: @nyxgeek
• Github: https://github.com/nyxgeek



• This talk is about user enumeration, its impacts, and why 
Microsoft should take it seriously. Everything demonstrated is 
by design.

• Microsoft has decided that user enumeration does not qualify as 
a vulnerability.



user enumeration: what it is 
and why it matters
an overview of user enumeration, its various forms, and its impacts



What is User Enumeration?
• Enables an attacker to identify VALID accounts, 

and INVALID accounts based on server response

Examples:

• Verbose login response - "Your username
    is invalid"

• Time-based login response
• INVALID Username response time: 10s
• VALID Username login response time: 1s

• Web server response differs (403 vs 404 HTTP 
Status Code)

[404] http://fakedomain.com/application/users/tom
[403] http://fakedomain.com/application/users/john



User Enumeration is a Security Flaw
• ENABLES:

• Password sprays
• Phishing
• Targeted RCE or similar (every so often)

• Unnecessary "feature"

• Allows identification and targeting of users directly
• Often includes full names (john.smith or john.j.smith formats)
• Durable lists – names change infrequently in a lifetime

• Can't hit what you can't see (or at least it's harder)



User Enum and Password Sprays
• User enumeration reduces time per spray – HUGE

• reduce attempts from 4,200,000 -> 2,000 or less
• User enumeration reduces noise generated – avoid Smart Lockout

• http://weakpasswords.net
• 100~ common passwords based on last 90 days, updated daily

• Most large organizations will have at least one weak password in AD
• Assume at least one weak password exists, hunt for the associated username

     [   username    ]  +    [        password        ]  =  [ valid login]

                [           ?         ]   +   [known within 100    ]  =  [ valid login ]



• Fortune 500 Adoption Rate
• 496 / 500 had Azure tenants (99.2%)
• 482 / 500 had SharePoint enabled (96.4%)
• 445 / 500 had usernames  identified (89%)

• Fortune 1000 Adoption Rate
• 997 / 1000 had Azure tenants (99.7%)
• 966 / 1000 had SharePoint enabled (96.6%)
• 806 / 1000 had usernames identified (80.6%)

Total Employees - Fortune 1000
 35.5m~

Why Azure Enumeration Matters

Total Employees - Fortune 500
 32.5m~



Azure Adoption in State Governments



Azure and OneDrive Adoption in FedGov



Who might not want to be enumerated?
• Any of those agencies in the previous slide?
• Single Issue Groups
• Law Enforcement
• K-12
• Political Organizations



OWASP, MITRE, 
and User 
Enumeration
• Both OWASP and 

MITRE Consider 
User Enumeration to 
be a weakness



A Brief History of User Enumeration in 
Microsoft Products
• 2014 Exchange time-based enumeration - foofus.net
• 2016 Lync time-based enumeration - nyxgeek
• 2016 Skype for Business PowerSkype - kfosaaen
• 2017 O365 ActiveSync Enum - office365userenum
• 2019 OneDrive Enum - nyxgeek
• 2019 Azure AD SSO  - DrAzureAD
• 2020 Graph User Enum - MSOLSpray
• 2021 TeamFiltration - flangvik



Microsoft's Stance on User 
Enumeration



… we would not consider user enumeration on its own a security vulnerability.  
In many cases it is even intentional.  …

… on its own it wouldn't constitute a vulnerability and would need some other 
attack to make use of the information.  

Similar to knowing a website IP address …







A project is born
• Realization – OneDrive user enumeration is a simple HTTP 

request to Microsoft servers
• No authentication attempts
• This is web scraping

• 404 = Invalid Username
• 403/401 = Valid Username



Azure Enumeration Methods
• Microsoft Graph Authentication

• Logon-based (error code from logon attempt)
• Most accurate
• Shows up in logs

• Seamless SSO/O365 Logon Page
• Checks "IfExistsResult:0" or in "IfExistsResult:1" HTTP response
• False positives by 100,000~ attempts

• Teams Presence
• Silent enumeration (HTTP POST request), IF External Access is enabled (default)
• No logs
• Better coverage than OneDrive

• OneDrive
• Silent enumeration (HTTP HEAD request), no login attempt
• No logs
• Requires user to have logged in once to Office product in order to enumerate



Why OneDrive?
• No rate limits
• No false positives
• Stupid simple (HTTP HEAD or GET request)
• No account or license required to test (no Terms of Service)
• No logon attempt

• Downsides
• Not all Azure tenants use OneDrive
• Sometimes significantly less coverage than logon-based enumeration
• Azure Recycling Bin
• No differentiation between "john.smith" and "john_smith" formats



OneDrive Enum Requirements
• Domain Name
• Easy

• Tenant Name
• Not always predictable
• Tenants can sometimes mirror domain, but often not

• Dr Nestori (@DrAzureAD) and TREVORspray 
(@thetechr0mancer) to the rescue!
• TREVORspray implemented tenant lookup from AADInternals



AADInternals to the Rescue!
• Discovered AADInternals tenant lookup by way of TREVORspray

• https://github.com/Gerenios/AADInternals
• https://github.com/blacklanternsecurity/TREVORspray



OneDrive 
Enumeration
in Action



Client (CLU)

Cloud Lookup Utility
• Performs actual scraping, sends back to mysql 

db named TRON
• TRON has a /home/wordlists user
• Sync this home folder from TRON to the client
• Base image for client is replicated via a 

snapshot in VPS

TRON         CLU
/home/wordlists/DOMAINS       à   /root/DOMAINS
/home/wordlists/USERNAMES  à   /root/USERNAMES

Infrastructure Overview



The original CLU Crew



Stable at 40 nowThe CLU CORP (40 hosts - standard)



24 Million 
Usernames



20 million – for comparison
• NYC – 9 million people
• New York State – 20 million people

• Florida – 21 million people

• Australia – 25 million people

• Fortune 500 – 32 million people



user enumeration: analysis
analysis of the data from our azure census/survey



Overall Username Stats
• Total usernames: 24,041,389
• Non-numeric: 21,501,038

• Unique usernames: 10,305,703 
• Non-numeric: 8,323,471

• Timeframe of Enumeration: 556 days
• Average Rate of Enumeration:  43,329 / day



Identifying Username Formats
• Run an exploratory 'survey' list 

against domain
• List contains equal number of top 

usernames in each format – no 
overlap

• 175 john.smith
• 175 johnsmith
• 175 jsmith
• 175 j.smith
• 175 smith.john
• 175 smithjohn
• 175 smithj
• 175 smith.j
• 175 johns
• 175 john.s
• 175 jjsmith
• 175 firstname
• 175 lastname



Survey Results: 
Format Popularity

• Fortune 1000 Companies
• Tried every tenant/domain 

combination
• 17 username formats
• 175 of each username format run 

against each
• Not a perfect survey

• john.j.smith has more variations than 
jsmith

• therefore, likely under-represented



Username popularity – multi-format

• When an organization runs out of "space" for users

• Go up – append digits: 
• jsmith1, jsmith2, etc

• Add a format: 
• jsmith -> jjsmith
• john.smith -> john.j.smith

• Truncate: 
• smithjohn -> smithjoh, smithjo



Combinations of Username Formats



Fortune 
1000 
Primary 
Tenant – 
Top User 
Counts

Redacting
at

Microsoft's
Request

This is 
publicly

available
information

Redacting
at

Microsoft's
Request

This is 
publicly

available
information



Exploring Tenant and Domain Relationships







A Timeline of Teams, Skype4b, Lync

2015

Skype replaces 
Lync

(Open 
Federation)

2016 2017 2018 2019 2020 2021 2022

Karl Fosaaen – Attacking 
Federated Skype4B, 

PowerSkype

nyxgeek – The Weakest Lync, 
lyncsmash

CVE-2017-8550
(Skype4B 
Windows)

Teams released
(External Access)

Skype for 
Business Online 
Retired

Melvin Langvik – 
TeamFiltration at 
DC30

CVE-2018-
8474

(lync for mac)

DrAzureAD - 
AADInternals

2011

Microsoft 
Lync

(Open 
Federation)

Dafthack - 
MSOLSpray

DrAzureAD - 
Seamless SSO 
Enum



Skype for Creepers 2017

Redacting
at

Microsoft's
Request

This is 
publicly

available
information

Redacting
at

Microsoft's
Request

This is 
publicly

available
information



External Access in 
Teams
• Default setting for 

External Access allows 
any Teams user to 
communicate, see 
presence

• Previously known as 
Open Federation with 
Lync and Skype for 
Business





Presence Lookup via Graph Explorer



Presence Lookup via Graph Explorer



TeamFiltration
• Released at DefCon 30 by 

@flangvik

• Enumerate Users via Teams 
External Access

• Stores Teams GUID, name, 
ooo in local DB

• Additional spraying,exfil 
features as well. https://github.com/Flangvik/TeamFiltration



teamstracker
• PoC utilizing the unauthenticated Graph proxy method
• Requires GUIDs

• Read from file
• Import directly from TeamFiltration database

• Checks Status
• Grabs OOO messages, if any

• https://github.com/nyxgeek/teamstracker



TRACKING A COMPANY
• Who better to demonstrate with, than Microsoft?
• 140,000~ usernames enumerated via OneDrive
• Approximately 100,000 were current users, with Teams licenses

• Monitoring began April 28, 2023



Initial
Scans



One 
week 
later…



One 
Month 
Later



July 6

July 7



Microsoft Build Event



- MSRC

"… we would not consider user 
enumeration on its own a security 
vulnerability.  In many cases it is 
even intentional."





Out of Office Messages



Tracking the MS 
Security Folks

Step 1: Collect usernames of security/SOC employees from 
LinkedIn
Step 2: Put their names into john.smith@microsoft.com format
Step 3: TRACK!

•Is security online now?
•Did security come online during my attack?
•When is security usually AFK?



Identifying Details 
via Presence

• What are their normal working hours?
• What times are they always offline?
• Did they work on the 4th of July, or other country-specific 

holidays?
• Did they work on religious holidays?



Stage 3: Guest User Enumeration



• It is possible to enumerate 
guest users in Azure tenants

•Consider your guest 
membership to be public 
information

Overview



Guest Users in Azure
• Allows Business-to-Business collaboration
• Guests use their own email address (UPN) to access Azure 

resources in an external tenant 
1. John at Acme Computers needs help with some old C code. 
2. Acme Computers invites David Lightman from the Midnight Computer Lab 

Consultancy Group.
3. David Lightman can now access the Acme Computer Azure cloud with his 

dlightman@midnightcomputerlab.com work email.
4. Permissions are restricted to whatever is assigned, if any. By default, can read 

user and group membership.

• Anybody can invite Guests by default (even other guests!)
• Does not necessarily mean a partnership or vendor relationship



Guest Account Translation

Guest User Principal Name (UPN) Translation:

• UPN has "@" replaced with "_"

• UPN has "#EXT#@<tenant>.onmicrosoft.com" appended

User Principal Name: dlightman@midnightcomputerlab.com





Silent Guest Enumeration
• @DrAzureAD revealed Guest Enum via Seamless SSO in October 2019.

• This method will return false positives after approximately 100,000 attempts

• Guest Enumeration has been published for nearly 4 years

https://aadinternals.com/post/desktopsso/



Nestori's Silent Enum

Invalid

Valid



guestlist

• Will be released shortly after this talk

• Includes Nestori's Silent Method AND a NEW Graph Auth Method

• Email address does NOT have to be UPN – can be an alias, any email address

https://github.com/nyxgeek/guestlist



Active Enumeration

• Graph-based user enumeration (standard)
• Authenticates against Microsoft Graph

• YOU CANNOT LOG IN THIS WAY – EVEN WITH VALID 
PASSWORD

• IF YOU IDENTIFY A VALID GUEST, THIS WILL SHOW UP IN 
AUDIT LOGS AS FAILED LOGIN

• No indicator if password is valid/invalid with Guest Accounts



If only we had a huge list of 
usernames…
• Email sources:

• Could buy business email lists online ($$$)
• OneDrive Enum
• Public dump files

• Guest Enumeration was the end-goal of my 1.5 year user 
enumeration via OneDrive

• Now, with 23 million business emails on hand, we can begin 
mapping!



Identifying Public 
Partnerships



30,000 Guest
Connections



Discovered Guest Accounts Involving:
• Microsoft
• Tesla
• VMware
• Facebook
• Fedex
• Adobe
• Pepsi
• Pfizer
• Berkshire Hathaway
• Halliburton
• HP
• Sanofi
• Cisco
• BakerHughes
• Thermofisher

• And many more.

• 790 unique domain -> tenant 
relationships identified

• 168 unique source domains
• 214 unique host tenants 

• 30,000 individual guest 
relationships

Redacting
at

Microsoft's
Request

This is publicly
available

information



"… we would not consider user 
enumeration on its own a security 
vulnerability."

--MSRC



Microsoft 
Relationships: 
It's a Feature!



Microsoft's Stance on User 
Enumeration



Meta Relationships: Not a bug



Tesla Relationships: Not a bug



Palantir Relationships: Just User Enum



Most Widespread 
Companies
• List of DISTINCT host 

tenants per domain

• This is a list of what 
companies (domains) have 
access to the most other 
organizations

• Lots of consulting firms



Digging Deeper

• Usernames are 
often names

• Names can be 
linked to identities

• Guest accounts 
often remain for 
long periods



Mapping B2B Attack Paths

Consulting 
Shop A Supplier Target 

Organization

Advertising 
Shop

Consulting 
Shop B



User Enumeration and US
• US Adversary's dream

• A list of target companies in 
• US Federal Gov
• State Gov
• Corporate America

• All suffer from various user enumeration flaws in Azure

• Do we want people to be able to create lists of users in:
• critical infrastructure companies
• supply chain companies
• federal agencies
• federal government

• People don't change their names often – long term investment



Review:
• We demonstrated that it is possible to enumerate over 24 

MILLION Azure users from across many organizations
• We have demonstrated monitoring of 100,000 employees every 

30 minutes every day
• We have demonstrated mapping of guest relationships between 

organizations.

But, it's just user enumeration.



REMEMBER
• This affects everyone* – everyone is in azure

• I am just the messenger, Microsoft made it this way

A request:
• If you have large accounts with Microsoft, please speak with your 

Microsoft Representative and recommend that they take user 
enumeration seriously.



shoutoutz and greetz
• @DrAzureAD
• @techr0mancer
• @karlfosaaen
• @rootsecdev
• @flangvik

• The entire crew at TrustedSec
• My horde of bots working 

around the clock

• Special thanks to the EFF!



More Information
https://github.com/nyxgeek/onedrive_user_enum

https://github.com/nyxgeek/teamstracker

https://github.com/nyxgeek/guestlist

@nyxgeek on twitter



More Information
External Access:

https://learn.microsoft.com/en-us/microsoftteams/trusted-
organizations-external-meetings-chat?tabs=organization-settings

Leaving an Organization as a Guest:

https://learn.microsoft.com/en-us/azure/active-directory/external-
identities/leave-the-organization


